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GRAPHISTRY

Scaling investigations
with massive visual graph analytics

NVIDIA GTC 2019

g-' GRAPHISTRY info@graphistry.com
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GRAPHISTRY

Team < Berkeley, Netflix, Google, Fortinet, ... Bloomber
. . . . BETA g

Users <+ Security, anti-fraud, counter-trafficking,
NOC, trouble shooting, ...
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A French security expert reveals
how trolls backing the BJP and

Congress fuelled
#BoycottSurfExcel

COORDINATED ATTACK
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Bot or Not

graphistry
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Republican Senator Conversations on Twitter
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Journey to 100X’ing Investigations
» Why big graphs
 “No code” for ML & automation

» GPUs: GOAI in Graphistry Engine 2.0

g—o GRAPHISTRY info@graphistry.com



The next 5 years will be filled with graph analytics

DB-ENGINES
Fastest Growing DB Category

Gartner
Top 5 CAGR in Data Tech

Dwgitad Twin

Beochps
Smant Workspace
Bean-Computer Intarface
Autonomous Mobide Robots

Deep New sl Nets (Deep Loarmnng)
Carbon Nanotube
ol Mattorm

ﬁ Google DeepMind

Al Manifesto preprint: Oct 2018

Jrxiv.org

Relational inductive biases, deep learning, and graph networks

Semart Robots
Deep Neural Network ASICs
Al PaaS
Quanium Compung
b &
Volumetnc Dusplays
Sell-Healng Systen Technology
Conversatonal Al Platform
Autonomous Drving Level 5
Edge Al
F xoskoloton
Blockehan o Dala Secumnty
Knowledge Graphs
4D Primting

Arthcal Cene elo-,-rn;cA

nan (’X-AMA
A F yu

A Biotecr

Early Winners Need Disrupting

Q Search

Technology

Palantir Weighs IPO Valued at

$41 Billion, WSJ Says

By Molly Schuetz
October 18, 2018, 6:15 AM PDT

g-oGRAPHI

Vituasl Assstanls
. Sdicon Anoce Batlenes

. Biockchan

@ Connectec Home
A Agtonomous Driving Level 4

@ Mixnd Reawy K/V STORE

Neur DIMOrphw
Hasdware

Smart Fabocs @

Augmented Realt
) Autonomous Vahicles o y
3 sTYs

Cultured or Atificiad Tssue o
TS e

- a A
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Virtual Graph is Emerging

@ GraphQL

IFT.
zapier

Bloomberg

dremio

Microsoft Graph

STRY

Poter W. Battaglin'' Jessica B. Hamrick', Victor Bapst'
Alvaro Sanchez-Gonzalez®, Vinlclus Zambaldl', Mateuse Mallnowskl',
Andrea Tacchotti’, David Raposo’, Adam Santoro', Ryan Faulkner',

Caglar Guleehre'. Francis Song', Andrew Ballard', Justin Gllmer”,
Goorge Dahl, Ashish Vaswani’, Kelsey Allen’, Charbes Nash'
Victoria Langston', Chris Dyer', Nicolas Heess
Dann Wierstra®, Pushmeot Kohli', Matt Botvinick

Oriol Vinyals', Yujin Li', Raxvan Pascanu

DeepMind; “Google Beain; "MIT; *University of Edisbeargh

Alstract

Artificial intelligence (Al) boos underpone a remabsance recently, making major progros in
ey domains such s vision, laagesage, comtrod, and decisico-makag. This has been due, In
part, to cheap data and cheap compute resources, which have fit the natersl strengths of deep
learning. However, many de ng characteristios of huma eligence, which developed undes

mrach difSerent " rernaln out of roach S R whes, In particulas, pencral

challenige Sor moder

IS0 following = past

Graphistry

info@graphistry.com



Everything important is now mirrored in logs
SECURITY, FRAUD, OPERATIONS, .
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Analysts love graphs

¢ See alerts in context,
Nnot 1solation

* Prioritize according to risk

» |everage data without
overwhelming the analyst

MATT SWANN
=m Microsoft

g-GRAPHISTRY
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GRAPHISTRY

Warmup: The first Blockchain APT (Advanced Persistent Threat)

Ethereum theft: $1M / week

Automatically map out 20K+ flagged transactions: Entities, behavior, timeline
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<
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|
NODES 22337
EDGES 29355 A : N
@ CULL ISOLATED NODES ARl G graphistry
@ SHOW PROPERTIES AV 0 V653
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Rich logs have the answers. Expose them with the hypergraph trick!

request requester service

NAME RRIORITY

Security (CIM, CEF, ..): 400+ columns over rich JSON values

Hypergraphs: 1) Extract unique entities  2) Link if ever co-occurred

g'c GRAPHISTRY info@graphistry.com



Demo: Threat Intelligence for Malware Campaigns

1 1 2
INTERACT R O FLTER Y @ INSPECT |l EH ©) () WORKBOOK (' e

No Elements Selected

O

point:type

point:nodeType @ )4

III I B ¥ ree——

LEGEND TYPE

C t

NODEs 14127 type oun
EDGES 34721 comment 1785
v, CULL ISOLATED NODES G graphistrg nodeType
@ SHOW PROPERTIES 0-. v653 degree

point:compile_date
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$B Slide: Enterprise event analytics
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events grouped Into Incidents

Count
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NODES 646
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CULL ISOLATED NODES
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v699

No Elements Selected

security perimeter crossings

events - grouped incidents > contextualized alerts = actions  ---

GRAPHISTRY
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No code

INVESTIGATIONS > o Query
>earch I e Correlate
OODA Loop s Do
Runbook : eclac
Data Wrangling o * ... repeat

=» Appropriate actions



No code -- Graph makes Al explainable

Scoping Progression & Behavior

g" GRAPHISTRY info@graphistry.com



No code — Graph makes Al interactive

Search Connect Dots Expana Command Drill
O ' @ . ®
O O O0O0O0O O O O O
Work with

your DBs, APIs, enterprise, and algorithms
as one big virtual graph

g—o GRAPHISTRY info@graphistry.com



Demo: Assisting the fight against human trafficking

DEMO: Find missing persons over anonymized digital trails
Generalize: Understand individual journeys

8 | GLOBAL
EMANCIPATIO
DEMO: Reveal large organized criminal behavior NETWORK

Generalize: Surface big fraud, crime, influence, ...

@@ DARK WEB FORUMS
/ﬁ'%\

a
g

. . e . GRAPHISTRY |
Data: Forum posts with shifting digital fingerprints -- names,

emails, social network accounts, phones, locations, IPs, ... e ——————— -

g" GRAPHISTRY info@graphistry.com



> 5/28/18 TJ7RW 236-1725
2:11:37.000 PM

> 5/28/18 MJOCH 236-1725
4:29:17.000 AM
Splunk tables as v | 5/27/18 TJ7RW 236-1725

a Virtual Graph

11:05:49.000 AM
115371, ,TJ7RW, ,, ,236-1725,, ,New York,40.6781784,-73.94415790000001,F

Event Actions v

1. Easy expanad

Build Event Type falue Actions
) Easy automation Check Graphistry for Phone 360: 236- JIRW v
1725 36-1725 v
Check Graphistry for State 360: New en_phone ( gen_phone ) h
York en_state ( gen_state ) v
Extract Fields lew York v
018-05-27 18:05:49 v
Show Source
| 527444349 v
Time _time v 2018-05-27T11:05:49.000-07:00
> 5/27/18 TJ7RW 236-1725
8:28:56.000 AM
> 5/27/18 17 FO596 236-1725

AAN'E2Q NNN AN
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page_id
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instagram
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MJOCH

instagram
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. e

phone
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" MJOCH
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phone twitter
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snapchat
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phone twitter
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twitter
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phone
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snapchat & \1witter

snapchat twitter

Auto-track across rotating IPs, browsers, phones, social media, ...

| ' Telegramn 8
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Generated data gathering query (#3 of 4)

GRAPHISTRY

splunk’> App: Search & Reporting v Administrator v B Messagesv  Settingsv  Activityvv  Helpv

Search Datasets Reports Alerts Dashboards

New Search

index=gen_anon "http://2QV8I" OR "590-1348" OR "ZOFJH" OR "http://9YL5Z" OR "522-2314" OR "http://6CRYY" OR "http://F2CSO" OR "243-2098" OR "L43MX" OR "http
://YZ6YW" OR "http://DZNIJ" OR "http://9KUVB" OR "610-4714" OR "http://FAAH1" OR "779-7117" OR "http://GP572" OR "http://1BE90" OR "628-0342" OR "http://73TUP"
R "231-9756" OR "http://4S5BC" OR "http://DXPMG" OR "http://XT069" OR "http://WP5SG" OR "http://10WZJ" OR "http://WBAVG" OR "http://EAZR8" OR "http://XD37G"
"http://6002B" OR "http://Q7C03" OR "http://HU45H" OR "688-8769" OR "http://EY6PC" OR "465-9188" OR "http://UUH67" OR "http://COU59" OR "742-5775" OR "http
://QHM1B" OR "410-3660" OR "http://R24N8" OR "596-1525" OR "http://ZUGO1" OR "http://FLGS4" OR "434-0171" OR "http://6B5NX" OR "http://3J375" OR "http://2I11R"
"http://XL29Y" OR "http://0TJOE" OR "236-1725" OR "TJ7RW" OR "http://LYBST" OR "MJOCH" OR "http://VCYLH" OR "697-6355" OR "http://L8P4U" OR "325-7871"
"http://DAVI9" OR "http://02YWV" OR "http://Q31E1" OR "F0596" OR "http://5SQGT" OR "5AS9S"™ OR "http://LWRA3" OR "http://DMFJW" OR "http://W4QV7" OR "961-7437"
"http://84FYM" OR "http://08VAV" OR "http://UI18K" OR "http://STYMQ" OR "http://Q12RO" OR "http://PML4D" OR "885-3024" OR "http://ERU3R" OR "http://TIHD9"
"http://PAF6N" OR "http://ZRURV" OR "http://DXXP9" OR "ZKP2N" OR "http://2VSOP" OR "http://4QHVU" OR "http://SY1YZ" OR "IX5GX" OR "http://7EMVO" OR "432-0071"
"http://WOFC7" OR "http://DYLZQ" OR "http://HRIQ9" OR "http://BH4ZZ" OR "http://CSQ99" OR "468-7392" OR "http://80S48" OR "http://DMSZF" OR "http://9YVK4"
"http://AMOB2" OR "http://6DTSP" OR "http://00H3F" OR "359-8302" OR "http://JCLJU" OR "http://Y487Q" OR "http://BHN56" OR "707-5092" OR "http://7NO7D" OR "http
://AZEGZ" OR "http://CDCO5" OR "351-9987" OR "http://RA3P2" OR "759-6099" OR "http://WSC5V" OR "307-0804" OR "http://006XH"™ OR "http://0UCT1" OR "http://E6MIU"
"http://MKMN6" OR "424-2261" OR "http://7BEME" OR "753-7894" OR "http://P166B" OR "487-2333" OR "http://MMYU3" OR "http://Q11NS" OR "984-5171" OR "http
://7WDQY" OR "762-9279" OR "http://NJCKD" OR "http://TW3KU" OR "http://4W9BE" OR "http://MBUS9" OR "http://47T1K" OR "http://ZIJOC" OR "230-4716" OR "http
://QO5HM" OR "363-8403" OR "http://KSO8J" OR "040-5326" OR "http://6X8K0" OR "http://LR5M9" OR "http://0CX9C" OR "http://QKIMN" OR "998-7864" OR "http://9D3KR"
"http://8KD8A" OR "http://HBO6C" OR "http://OMYNM" OR "http://MMG8H" OR "545-1834" OR "http://WV2WC" OR "http://OXEDX" OR "http://CSHYN" OR "http://6CWRS" OR
"http://F73KQ" OR "431-1871" OR "http://1Z6NQ" OR "http://RSIML" OR "156-9873" OR "http://5BD46" OR "http://ROVYL" OR "http://W9K47" OR "http://XEVMO" OR "http
://A9IKF" OR "http://7I5JR"™ OR "http://P7M8W" OR "http://QMIT8" OR "http://UW3W6" OR "907-3984" OR "http://L6Q4AL" OR "876-4382" OR "http://0I12A" OR "http
://UVCOW" OR "http://8J3NZ" OR "http://KNO34" OR "952-9536" OR "http://47JP7" OR "http://US02V" OR "http://GC7HX" OR "392-6201" OR "http://W7UAB" OR "http

://44LWR" OR "987-0026" | head 1000 | eval _cd=page_id

info@graphistry.com



Surface organized behavior by loading *all* flagged incidents
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WHY BIG GRAPHS: Streetlight effect for digital era

Digital trails require scale
* Many events x metadata

* ... per every entity!

Rapid hypothesis iteration
« (Graphs move the spotlight
» GPUs enlarge the spotlight

g- GRAPHISTRY info@graphistry.com



16 Tesla V100 320B Co
On-chip Memory Fabric

51268 HBM2 and 14.4TB/seC Aggregate (¥

81,920 CUDA Cores
2,000 TFLOPS Tensor Cores

w . J-'— "

The New Normal:
Unified GPU client/cloud

e GPU clouds
« Bandwidth can stream video
 Even phones have GPUs

v

Magic in 100ms



Graphistry: The first end-to-end GPU cloud visual analytics platform

GRAPHISTRY

)

GRAPH & TABULAR ANALYTICS

STREAMING GRAPHICS

FAST NETWORKING

[\

FAST
DATA
DBS




GPUs: Scale Every Component 10-1000X in Speed + Data

Interactive Rendering
3+ million nodes+edges: 100X+ over D3.js

Meaningful Viz: Layout & ML
Smart clustering, coloring, sizing: 50X+ over Gephi

Interactive Analytics
1 NVidia Tesla K80 = ~9 TFLOPS

g-' GRAPHISTRY info@graphistry.com



Problem: Jerky - 3fps

TIME server browser
broadcast points.buf
ML tick
ML tick
ML tick download
render

g" GRAPHISTRY info@graphistry.com



Problem: Jerky - 3fps

TIME server browser

broadcast points.buf
ML tick
ML tick
i '::Ck download

broadcast points’ .buf _render _
ML tick ; ;
ML tick . 2-3fps®
ML tick  download |

broadcast - render

g'o GRAPHISTRY info@graphistry.com



60fps Apache Arrow[JS] streams - 10KB-100KB chunks direct to GPU

TIME server browser

broadcast —_
ML tick download.1
ML tick I download.2 render -
broadcast I download.3 render = SMOO0O0Oth
ML tick I download.1 render _
ML tick I download.2 render
- download.3 render } interruptable

broadcast
download.1 renader

download.?2 render

download.3 render
render

g'e GRAPHISTRY info@graphistry.com



¢

Netflow - Working with data lakes with g + o A7INGDR

« 4M events / second

* Security, operations, ...

———

» (Goal: 300 node CPU cluster = 1 GPU node with point—and—é\.icfg..U‘\.

g-o GRAPHISTRY info@graphistry.com



a

GRAPHISTRY

Netflow Data
65M Events
1,440 Devices
2 Weeks

Z%
%Yy

Apache

cSV P:rquet

O sic

Visualization

fo:’ O graplifsy 7\

RAT

info@graphistry.com




For same $: 2s vs. 1.5min

g-' GRAPHISTRY info@graphistry.com



EVENT ANALYTICS

fraud, threat intelligence, it security, influence, counter-
trafficking, operations, ...

a
g

Journey to 100X’ing Investigations info@graphistry.com

- Why big graphs - Graphistry Engine 2.0!
No code for ML & automation - Launching Private Cloud (NB/API users)
GPUs: GOAI in Graphistry Engine 2.0 - Early Users: Workilow Automator

(Splunk, ELK, Neoj, JanusGraph, SQL,
Google Chronicle, MS Sentinel, ...)

g'c GRAPHISTRY info@graphistry.com



