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CYBERSECURITY PRESENTS UNIQUE
CHALLENGES

Combination of factors lead to the need for fast iteration and quick
exploration

Data velocity higher than most transactional
systems and organizations

THE WORLD OF

Data volume at a larger scale than most other I] ATA
industries

Decentralized IT, BYOD
User expectations

Unfilled cyber security jobs expected to reach
3.5 million by 20211

2.5 quintillion bytes of data created each day?

[1] https://www.csoonline.com/article/3200024/security/cybersecurity-labor-crunch-to-hit-35-million-unfilled-jobs-by-2021.html
[2] https://www.domo.com/learn/data-never-sleeps-5
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WHY ARE NETWORK MAPS DIFFICULT?

Security best-practices often directly opposed to rapid innovation and experimentation

Employees empowered to experiment and seek novel solutions are given wide latitude on a
company’s network

Network is constantly evolving and changing

Keeping a network map up-to-date requires substantial human interaction, including time for
validation

Some commercial products are available, but they may be too expensive for some companies
or unable to be customized for specific needs
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HOW CAN WE MAKE IT MORE DIFFICULT?

Overall goal = an end-to-end workflow running on GPUs that enable us to to parse raw data of
various types, construct a network map, and add context to that network map

Rather than rely on another system to parse data, we start with data in its raw form

Seems easy...

Let’s dig in and look at some data
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Web Server Logs
10.131.

1,[29/Nov/2017: 9 4 /css/style.css HTTP/1.1,200
10.131.0.1, [29/Nov/2017:16:22: /js/vendor/modernizr-2.8.3.min.js HTTP/1.1,200 : L
10.129.2.1, [29/Nov/2017:16:22: /js/vendor/jquery-1.12.0.min.Jjs HTTP/1.1,200

10.131.0.1, [29/Nov/2017:16:22: /bootstrap-3.3.7/]js/bootstrap@- s HTTP/1.4% 200
10.131.0.1, [29/Nov/2017:16:22: NicginsphipR TR S e

10.129.2.1, [29/Nov/2017: 9 9 /fonts/fontawesome-webfont.woff2?v=4.6.3 HTTP/1.1,200
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Netflow

IR OSRNG0 T ] 50N e
6,10.200.7.7,3128,172.19.1.46,52422,6,26/04/201711:11:17,1,2
R AN -, 0, 0, 0,0,0,0,1,1,0,0,0
1,1,20,0,0,0,0,0,0,0,0,BENIGN, 131, HTTP PROXY

7 6,6,0800,0,0,1.2e50%,%2e+06,8-0, 1, 8, 1G4,
00, 0 A0, 032,12, 0,0,490,.=

10.200.7.217-50.31.185.39-38848-80-
6,50.31.185.39,80,10.200.7.217,38848,6,26/04/201711:11:17,1,3,0,674,0,337,0,224.666666666667,194.567040716904,0,0,
- > 4 3, 1, 0,1,0.5,0.707106731186548,1, 0#0, 0,05 06,1,0,0,0, 96,0, 3e+06,0,0,337,252.
[ OV S 3/, 224 . 666666666667, 0,960, 0,0,0,0;0,3+674,0,0,888, -
1,1,32,0,0,0,0,0,0,0,0,BENIGN,7,HTTP

10.200.7.217-50.31.185.39-38848-80-

6,50.31.189939,80,10.200.7.217,38848, 6,26/04/201711:11:17,217,1,3,0,0,0,0,0,0,0,0,0,0,0,18433.1797235023,72.333333

3333333,62.6604606856136,.110,0,0,0,0,0,0,107,53.5,75.6604255869606,107,0,0,0,0,0,32,96,4608.29493087558,13824.8847

926267,0,0,0,0,0,0,0,0,0,2,1,0,0,3,0,0,0,32,0,0,0,0,0,0,1,0,3,0,888,490,0,32,0,0,0,0,0,0,0,0,BENIGN,7,HTTP
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1331901005.510000 CWGtK431H9XuaTN4fi 192.168.202.100 45658 102168220313 —udp—33008
*\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00 1 C_INTERNET 33| SRR, 6 NOERROR F

17 17 F 1 = = F

1331901015.070000 C36a282J1jz7BsbGH LOZ IS s 202 1o ALS 7k = AlOZ Al 6, 702 . 288 137 udp 57402 HPESAAGT 1
C_INTERNET 32 NB = = Iz Ig 1 Iz e = = F

1331901015.820000 C36a282J1jz7BsbGH 192.168.202.76 18"/ Fe&PWL68.202 .258 137 udp 57402 HPESAAGT 1
C_INTERNET 32 NB = = g Iz i g 1 = = E

1331901066.860000 s> 192 .168.202.93%80220 dg| 2RI ANSSIRONC 53 udp 25889 wWwWwW.apple.com
1 C INTERNET 28 AAAA - = 17 F T I 0 = = F

1331901080.630000 CE LR - AR 5 102 . 168.202.80 137 ™,192.168.202.255 W30 udplive 7419 WPAD 1

C INTERNET 32 NB y = F F i 17 1 = & F

ADUU Qo N
éﬁéﬁ
&
g
ﬂ- =
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3 39¢ ip-172-31-27-153 CRON
Nov 30 06:47:01 ip-172-31-27-153 CRON
Nov 30 06:47:03 ip-172-31-27-153 CRON

21882
22087
22087

[ o UREi (e RO R--Se 550 Ses5ioa—elosed—Fforuser—xrook
[ ]: pam unix(cron:session): sessig@opened foxguseg reotPoy (ujgd=0)
[ ]: pam unix(cron:session): sessi@Ea@Eloged for ugser root
RS I R Nl [ 22 116] : Connection closed by 122.225.10%.8J [preauth]
Nov 30 07:07:35 ip-172-31-27-153 sshd[22118]: Connection closed by 122.225.103.87 [preauth]
Nov 30 07:08:13 ip-172-31-27-153 sshd[22120]: Connection closed by 122.225.103.87 [preauth]
B [ 22125] : pam unix (cron:isession)g sessionsopened for user root by (uid=0)
B [ 22125] : pam unix (cronigession) : sessionieclosed for user root
e N (22172 ] : pam unix (crontsgssion) : sesslen opened feor user rooggby (uid=0)
Nov 30 08:17:01 N [ 22172] ¢ pam unik(Cron:sessiongis sessiofn elosedifer user root
ip-172-31-27-153 sshd[22182]: Invalid user admin from 187.12.249.74

N

ABOUT THE

http://www.ratemynetworkdiagram.com/
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Email (SMTP)

1331902024.070000 CtoBox4y93gvzs9szb 192.168.202.79 44926 192168229251 25 1 nmap.scanme.org
= = = = = = = = = = = = 221 2.0.0 Exghange.hec.met- Servicegclosing
transmission channel IR | el © 51, 192.168.202.79 = (empty) F
1331902043.810000 CiHlmjINuwWexXJJds7 192.168.202.79 45600 192%168.229.251 25 1 example.org =
= = = = = = = = = = - 221 2.0.0 Exchange.hec.net Service closing
transmission channel IR 51 ,192.168.202.79 = (empty) F
1331908506.470000 C1O0LGY2RWObfMOMVc1l 192.168.202.110 55260 1,920 SRR, -2 2l 032 25 1 168R2.102
<root@[192.168.202.110]> root+:"|sleep 5 #" - = = = = = = T = = 250 2158 (Ol

IR O ST G 618 Bl i - (empty) F

IT’S ALL T
ABOUT THE
DATA
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1331901047.230000 CCHNFI4C6RAO93bP7 1-021-6-8-202-"7-6—68 1-021-6-8-202—1—0=0-/ 0:0-:-26-+-9e--83-c-a2--30 10216820216
0.000000 2767872470

1331901117.740000 CouYOF1J4EnQkONS13 192.168.204.69 68 192,168,204 of 026 : bi9: da,: $5: 2¢ 192.168.204.69
0.000000 2023309577

1331901120.620000 - T 102.168.202.102 68 1HORGREI8L. 202 61 i£0 s 2L 8§ 2GR (96§ Sc!
192.168.202.102 0.000000 7111068

1331901121.800000 N ). 102 .168.202.76 68 N2 .1688E02 . o7 00:26:9e:83:a2:30 192 L68 s 202 s TE
0.000000 4022009768

1331901182.540000 CVRIN6491gIrhKWzHk 192.168.204.69 68 192 . 1 68w%204-80 o 00:26:b9:da:95:2c 192 ¢ Lol 2045, 6%

0.000000 3428947570

IT’S ALL
ABOUT THE
DATA
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File Server

text/plain -

text/plain -

text/plain -

A

0.000000

0.000000

0.000000

ABOUT THE

y DATA

1331901001.880000 FB3BBm490Liy39Weih
text/html - 0.000000 -
213¢c511d£fb62822d92bdlf6lcb412dcbob49b69e

1331901001.980000 FOXKUflao7P4B112L9

17

1331901002.000000 FseLdjUwckdmFroBg

102168220251

AR ENRAISISEN0

192 1.6 s 229 291

F

1972 5 1L08 « 229 6 251

17

Ig

157¢9ael1£7£33b1£952¢9¢c00d0e97£a628d8b809

S2

157€9aelf£7£33b1£952c9c00d0e97£a628d8b809
1331901001.990000 FWuwyFftwykPyC9if

S

157e9ael£7£33b1£952¢c9¢c00d0e97£a628d8b809
18921 168, 22:87 2 55l
8,

32

S

812

0
0

0

1-02-

192 ¢

N2 .

192 .

0

202.79 Cmdg6B2p0BO0ON8cWrd HTTP O SHA1,MD5
d36ef6356faz2aab546fldaz2bb003cl7bl

202.79 Cafz4F42G61JHIJwAk HTTP O SHA1,MD5
= 630£d43dd78c30cacdd59629012666£5

202.79 C7sXFH2zigwKylBJeb HTTP 0 SHA1,MD5
= 630£d43dd78c30cacdd59629012666£5

202.79 CnSkQCIMvEFkLH7g4 HTT®* 0 SHA1,MD5
< 630£d43dd78c30cacdd59629012666£5

http://www.ratemynetworkdiagram.com/
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Raw PCAP data typically
R P— is more well-suited to
IR YT ‘ : techniques that (1)
require statistics netflow
cannot provide, (2) are
NLPdike in nature, or (3)
do not require
substantial data
manipulation before the
analytic phase (e.g..
Dec2Vec)

8

e | load ‘PASS mySecret|...]

http://www.ratemynetworkdiagram.com/

14 NVIDIA




INFOSEC AND CYBERSECURITY VENDOR

LANDSCAPE

Appliances and tools create even more data and metadata for analysis
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WHAT IS RAPIDS?

The New GPU Data Science Pipeline

Suite of open-source, end-to-end The.New GPU .
data science tools Data Science Pipeline
Built on CUDA

]
Pandas-like API for data cleaning R

and transformation

Scikit-learn-ke API for ML -----

A unifying framework for GPU
data science >>>

Apache
Arrow

In GPU Memory

16 <ANVIDIA.



Get RAPIDS

RAPIDS is available as conda or pip packages, docker images, and from source builds. Use the tool below to

select your preferred method, packages, and environment to install RAPIDS. Certain combinations may not be

possible and are dimmed automatically. Be sure to review the section for more details about

Method
Packages
Linux
Python

CUDA

Command

requirements to use RAPIDS.

I Preferred 1

I & Beta

Ubuntu 18.04 CentOS 7

CUDA 10.0

conda install -c nvidia -c rapidsai -c pytorch -c numba -c conda-forge \

-c defaults cudf=0.5 cuml=0.5 python=3.6

CONDA DETAILS




RAPIDS

End to End Accelerate GPU Data Science

cuDF culO PyTorch Chainer MxNet cuXfilter <> Kepler.gl
Apache
GPU Memory >>> Arrow

18 <ANVIDIA.



GPU-ACCELERATED ETL

The average data scientist spends 90+% of their time in ETL as opposed
to training models

: ) i restart ETL
O another...  @*#! forgot to add a feature Find unexpected null values

ot & toffe / stored as string... \ train model
9 \ / restart ETL workflow \ / /validate

eh, forgot to add a feature

v [
&J
start ETL workflow —.  start ETL N  test mod'el ‘
get a coffee *J workflow™ ’ /experlment with
get a coffee optimizations
= & repeat

!
— W configure ETL
switch to decaf workflow

—_

configure ETL workflow — / POWERED
WORKFLOW

POWERED
WORKFLOW
- X

Find unexpected null values
stored as string...

dataset collection
dataset downloads

LEGEND

overnight / analysis
dataset downloads ETL
. overnight
I restart ETL workflow again \ train
go home inference

stay late

19 <ANVIDIA.



DATA SCIENCE TOOLS USED FOR INFO SEC

Type of data and features used are greatly informed by specific use cases

Often have new sensors (or new telemetry coming from existing sensors) that we would like to
evaluate for inclusion in new alerting/informational methods

Can be a time consuming task to prototype this, let alone run across large (PB+) amounts of
data

Repurpose traditional data science tools and workflows (e.g., ETL and ML pipelines) for our
use cases

Benefit from increased speed and increased flexibility

20 NVIDIA



FOCUS ON TWO LOG TYPES

Contains logon data (user - machine) and corresponding processes

Needs to be parsed, but has a fairly consistent structure

1551451481msadMSAD:NT6:Netlogon03/01 06:44:41 [LOGON] [15956] COMPANY.COM: SamLogon: Network logon of
COMPANY.COM\personA from \\Unknown (via NETAPP59) Returns
0x0sc04.lab.company.comDC121C:\Windows\debug\netlogon.log

1551451481msadMSAD:NT6:Netlogon03/01 06:44:41 [LOGON] [17088] COMPANY.COM: SamLogon: Network logon of
(null) \personB from (null) (via SC-NETAPP60) EnteredscO04.lab.company.comDC121C:\Windows\debug\netlogon.log

1551451481msadMSAD:NT6:Netlogon03/01 06:44:41 [LOGON] [14988] COMPANY.COM: SamLogon: Network logon of
(null) \personA from (null) (via SC-NETAPP60) EnteredscO04.lab.company.comDC121C:\Windows\debug\netlogon.log

1551451481msadMSAD:NT6:Netlogon03/01 06:44:41 [CRITICAL] [17088] Nl1PrintRpcDebug: Couldn't get EEInfo for

I NetLogonSamLogonEx: 1761 (may be legitimate for
0xc000006a)sc04.lab.company.comDC121C:\Windows\debug\netlogon.log

21 =2 NVIDIA



FOCUS ON TWO LOG TYPES

Contains many different types of logs originating from Windows events

Difficult to parse, many different formats, “plain-English” syntax

eventcode”time”raw*host”index”index time"message”pre msg”serial”source”sourcetype”splunk server”bkt

~"09/18/2016 06:30:24 PM\nLogName=Security\nSourceName=Microsoft Windows security
auditing.\nEventCode=4742\nEventType=0\nType=Information\nComputerName=hgdcl64.company.com\nTaskCategory=Computer Account
Management \nOpCode=Info\nRecordNumber=202743875\nKeywords=AuditSuccess\nMessage=A computer account was
changed.\n\nSubject:\n\tSecurity ID:\t\tcompany.com\\DCIXAPP1S$\n\tAccount Name:\t\tDCI1XAPP1$\n\tAccount
Domain:\t\tcompany.com\n\tLogon ID:\t\tOxEB463BA0\n\nComputer Account That Was Changed:\n\tSecurity
ID:\t\tcompany.com\\DCI1XAPP1S\n\tAccount Name:\t\tDCIXAPP1l$\n\tAccount Domain:\t\tcompany.com\n\nChanged Attributes:\n\tSAM Account
Name:\t-\n\tDisplay Name:\t\t-\n\tUser Principal Name:\t-\n\tHome Directory:\t\t-\n\tHome Drive:\t\t-\n\tScript Path:\t\t-
\n\tProfile Path:\t\t-\n\tUser Workstations:\t-\n\tPassword Last Set:\t-\n\tAccount Expires:\t\t-\n\tPrimary Group ID:\t-
\n\tAllowedToDelegateTo:\t-\n\tOld UAC Value:\t\t-\n\tNew UAC Value:\t\t-\n\tUser Account Control:\t-\n\tUser Parameters:\t-\n\tSID
~2016-05-01T00:14:59.000+00:00""txdhcpO0l*wineventlog”1526131391"An account was successfully logged on.\n\nSubject:\n\tSecurity
ID:\t\tNULL SID\n\tAccount Name:\t\t-\n\tAccount Domain:\t\t-\n\tLogon ID:\t\tOx0\n\nLogon Type:\t\t\t3\n\nNew Logon:\n\tSecurity
ID:\t\tcompany.com\\AUSERS\n\tAccount Name:\t\tAUSERS$S\n\tAccount Domain:\t\tcompany.com\n\tLogon ID:\t\t0x296301c26\n\tLogon
GUID:\t\t{E2DDBC86-C079-358E-0B86-F7A171A6D099}\n\nProcess Information:\n\tProcess ID:\t\t0x0\n\tProcess Name:\t\t-\n\nNetwork
Information:\n\tWorkstation Name:\t\n\tSource Network Address:\t192.168.20.22\n\tSource Port:\t\t62205\n\nDetailed Authentication
Information:\n\tLogon Process:\t\tKerberos\n\tAuthentication Package:\tKerberos\n\tTransited Services:\t-\n\tPackage Name (NTLM
only) :\t-\n\tKey Length:\t\t0\n\nThis event is generated when a logon session is created. It is generated on the computer that was
accessed.\n\nThe subject fields indicate the account on the local system which requested the logon. This is most commonly a service
such as the Server service, or a local proc”04/30/2016 05:14:59 PM\nLogName=Security\nSourceName=Microsoft Windows security

auditing.\nEventCode=4624\nEventType=0\nType=Information\nComputerName=txdhcpOl.company.com\nTaskCategory=Logon\nOpCode=Info\
22 “«Z NVIDIA



WINEVT LOG TYPES DIFFER EVEN INTRACODE

Same code (4624), different OS

Win2008

An account was successfully logged on.

Subject:
Security ID: SYSTEM
Account Name: WIN-R9H529RI04YS
Account Domain: WORKGROUP
Logon ID: O0x3e7
Logon Type:10
New Logon:
Security ID: WIN-R9H529RIO4Y\Administrator
Account Name: Administrator
Account Domain: WIN-R9H529RIO4Y
Logon ID: 0x19f4c
Logon GUID: {00000000-0000-0000-0000-000000000000}
Process Information:
Process ID: 0x4c0
Process Name: C:\Windows\System32\winlogon.exe
Network Information:
Workstation Name: WIN-R9H529RIO4Y
Source Network Address: 10.42.42.211
Source Port: 1181
Detailed Authentication Information:
Logon Process: User32
Authentication Package: Negotiate
Transited Services: -
Package Name (NTLM only): -
Key Length: 0

This event is generated when a logon session is created. It is generated on the computer that was acce
ssed.

The subject fields indicate the account on the local system which requested the logon. This is most co
mmonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

The logon type field indicates the kind of logon that occurred. The most common types are 2 (interacti
ve) and 3 (network).

The New Logon fields indicate the account for whom the new logon was created, i.e. the account that wa
s logged on.

The network fields indicate where a remote logon request originated. Workstation name is not always av
ailable and may be left blank in some cases.

The authentication information fields provide detailed information about this specific logon request.

The authentication information fields provide detailed information about this specific logon request.

Logon GUID is a unique identifier that can be used to correlate this event with a KDC event.
Transited services indicate which intermediate services have participated in this logon request.
Package name indicates which sub-protocol was used among the NTLM protocols.

Key length indicates the length of the generated session key. This will be 0 if no session key was
requested.

Windows 10 and 2016

An account was successfully logged on.

Subject:
Security ID: SYSTEM
Account Name: DESKTOP-LLHJ389%
Account Domain: WORKGROUP
Logon ID: 0x3E7

Logon Information:
Logon Type: 7
Restricted Admin Mode: -
Virtual Account: No
Elevated Token: No

Impersonation Level: Impersonation

New Logon:
Security ID: AzureAD\RandyFranklinSmith
Account Name: rsmith@montereytechgroup.com
Account Domain: AzureAD
Logon ID: OxFD5113F
Linked Logon ID: OxFD5112A
Network Account Name: -
Network Account Domain: -
Logon GUID: {00000000-0000-0000-0000-000000000000}

Process Information:
Process ID: 0x30c
Process Name: C:\Windows\System32\lsass.exe

Network Information:
Workstation Name: DESKTOP-LLHJ389
Source Network Address: -
Source Port: -

Detailed Authentication Information:
Logon Process: Negotiat
Authentication Package: Negotiate
Transited Services: -
Package Name (NTLM only): -
Key Length: 0 23
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NETWORK MAPPING WORKFLOW

Near real-time network mapping with passive log collection

Graph Analytics
Pagerank
Community identification

Data Ingest
*  Finish pre-ingest on CPU

* Move data onto the GPU
ML

* K-means clustering [beta]

Feature Binning
* Bin communities

Data Parsing

*  Extract features from
heterogeneous log types

*  Unify into a cuDF

.| Graph Embedding
*  Embed graph with cuDF
* Edge list
¢ Node list

Data Ingest and Graph

Parsing Embedding il

Spark cubF C%ﬁ,{ﬁfh Spark graph-is-t-rg

CPU RAPIDS CPU GPU

Data is also manually exported back to Splunk (SIEM) as a new index
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b.nwidia.com/graph/grapt et=PyGrap! MOA2GBS Yatype=vgraph&viztoken=8af188926cdB8056118e00724b9a8,

. NTERACT

RESULTS _

No Elements Selected

point:degree
point:community

LEGEND

@ CULL ISOLATED NODES gruphistry Colors

® SHOW PROPERTIES a Sizes

4,499,745 edges 494,314 edges
61,379 nodes 48,656 nodes SAnvibia




DOMAIN CONTROLLERS

Domain controllers are easy to identify

Domain controllers
generally fall inside
this community




IMAGE CLONING

Likewise, identify where our imaging assets are

Hard drive imaging and
cloning machines




FILE SHARES REQUIRING DIFFERENT
CREDENTIALS

Connecting via a script using different credentials or via “run as”

— These machines require
G graphistry e different/elevated credentials
— — for connecting




/ INTERACT O FILTER Y ! (7] INSPECT WORKBOOK
-

EXPLORE _

No Elements Selected

. ; P int:degree
X ¥ o A . w pe 9
£ R AP 3

point:community

point:pagerank

- NoDEs 48656
EDGES 494314

@ CULL ISOLATED NODES graphistrg Colors community
@ SHOW PROPERTIES

vdev Sizes

LEGEND

degree

ZINVIDIA




PERFORMANCE NUMBERS

cuGraph Page Rank gives us ~90x speed increase over GraphFrames

WiIinEVT and MSAD data for a 48 hour period
71,031,321 edges (1.2 GB)
77,440 nodes (1.1 MB)

Spark 182 sec N/A
GraphFrames + Spark N/A

165 sec
~90x speedup
cuGraph Future work 1.83 sec

30

@ANVIDIA.



PAGERANK AND PARSING BENCHMARKS

PageRank is fast, parsing is fast for single GPU

Technology PageRank Technology

GraphFrames + Spark 165 sec Spark (5 executors, 1 ex core, 4GB mem) 50 sec

cuGraph 1.83 sec Spark (5 executors, 4 ex cores, 4GB mem) 29 sec
WInEVT and MSAD data for a 48 hour period Spark (5 executors, 10 ex cores, 4GB mem) 27 sec
71,031,321 edges (1.2 GB)
77,440 nodes (1.1 MB) cuDF (1 V100, without RMM) 35 sec

~90x speedup MSAD data
14 GB

~64M records

cuDF parsing is single node (one V100 with 32GB of memory)
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CUGRAPH PAGERANK IS FAST

Benchmarks on real data

WInEVT+MSAD PageRank Comparison

B Spark GraphFrames [l cuGraph

200 Spark configuration
6 nodes
150

576 GB mem / 384 vcores

cuGraph hardware

Time (seconds)

Single V100

32 GB mem / 5120 CUDA cores

1000000 5000000 10000000 20000000 30000000 40000000 50000000 60000000

Edges

<ANVIDIA.



CUGRAPH PAGERANK IS FAST

Benchmarks on real data

WInEVT+MSAD PageRank Comparison

B Spark GraphFrames [l cuGraph

(9}

Time (seconds, log scale)
=)

1000000 5000000 10000000 20000000 30000000 40000000

Edges

50000000

100
I_lll

60000000

~90x speedup

Spark configuration

6 nodes

576 GB mem / 384 vcores
cuGraph hardware

Single V100

32 GB mem / 5120 CUDA cores

33
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PAGERANK ON DGX-1

Using Gunrock, single- and multi-GPU

Accelerating Graph Algorithms with RAPIDS (S9783)
Today at 4:00 pm in this room (212A)
Presented by Joe Eaton

20.00

18.00 16.73

9.30
7.20
5.58
4.60
3.80
2.20
. 1.40

16.00

14.00

12.00

10.00

Seconds

8.00
6.00

4.00

1.82
2.00 1.03 g 0.90

0.00 -
soc-twitter-2010

PageRank Runtimes

18.43

Twitter RMAT 27 RMAT 28

m1GPU m2GPUs m4GPUs 8 GPUs

9.61
4.92
I 3.30
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NETWORK MAPPING WORKFLOW GOAL

Near-term goal of moving additional portions of the workflow to
RAPIDS

vIQInU 5

WinEVT logging 1

LS

"\ Graph Analytics

* Pagerank

*  Community detection
*  VGAEs/GCNs

ML

* K-means clustering

* LDA

* LSH

Data Ingest

* Read directly from disk to
GPU

Graph Embedding

e Embed graph with
cuDF

Data Parsing

* Extract features from
heterogeneous log types

e Unify into a cuDF

splunk>
splunk>

< Parquet

Data Ingest and Graph

Parsing Embedding Aiglljilee L

blazingSQ

cuDF C%ﬁﬁf h gmph-ist-ry

RAPIDS GPU

Automated output to SIEM in form of a new, join-able index
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IMPROVEMENTS IN THE NEAR FUTURE

Current parsing has a bug that limits us to single GPU

Researching methods to calculate confidence/trust scores for generated labels
Additional feature engineering

Addition of more data types (including additional WinEVT codes)

Experimentation with binning of communities at the lower end of frequency distribution

Move community detection to cuGraph

Automate enrichment back to SIEM

Applications of spatio-temporal graphs
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NETWORK MAPS OFFER BENEFITS

High-fidelity network maps enable follow-on analytics and enhance
other use-cases

Learn more about these follow-on analytics from Booz Allen Hamilton, presenting later today

Detecting the Unknown: Using Unsupervised Behavior
Models to Expose Malicious Network Activity (S9794)
Today - 3:00-3:50pm // SJCC Room 212A

Aaron Sant-Miller (Booz Allen Hamilton)

Booz | Allen | Hamilton
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OR MAYBE NLP IS MORE YOUR THING

NLP applications to cybersecurity

Learn about how PNNL is applying NLP processing techniques with multi-layer RNNs for cyber
event log anomaly detection

Applying Deep Learning NLP Techniques to the
Cybersecurity Challenge (59805)

Today - 2:00-2:50pm // SJCC Room 212A

Nicole Nichols, PhD (PNNL)
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MAYBE YOU LOVE BIG, INTERACTIVE GRAPHS

Digital crime investigations with visual graph analytics

See how massive visual graphic analytics help investigate everything from malware outbreaks
to human trafficking

Scaling Digital Crime Investigations with Massive Visual
Graphic Analytics

Right after this - 11:00-11:50am // SJCC Room 212A

Leo Meyerovich (Graphistry)




RAPIDS

How do | get the software?

puthon 3

‘& NVIDIA.
o GPU CLOUD
o https://github.com/rapidsai  https://ngc.nvidia.com/registry/nvidia-
rapidsai-rapidsai
 https://anaconda.org/rapidsai/

 https://hub.docker.com/r/rapidsai/rapidsai/

 https://pypi.org/project/cudf
 https://pypi.org/project/cuml
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https://ngc.nvidia.com/registry/nvidia-rapidsai-rapidsai
https://hub.docker.com/r/rapidsai/rapidsai/
https://github.com/rapidsai
https://anaconda.org/rapidsai/
https://pypi.org/project/cudf
https://pypi.org/project/cuml

JOIN THE MOVEMENT

Everyone can help!

»

APACHE ARROW RAPIDS GPU Open Analytics
Initiative

https://arrow.apache.org/ https://rapids.ai http://gpuopenanalytics.com/
@ApacheArrow @RAPIDSAI @GPUOAI

Integrations, feedback, documentation support, pull requests, new issues, or code donations welcomed!
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THANK YOU ~

Bartley Richardson, PhD @bartleyr. \
brichardson@nvidia.co.m . .
Bianca®Rhodes

Eli Fajardo

Bhargav Suryadevara

Rand.y Gelhausen
Nick Becker
Keith Kraus
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