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Economic Crime and ERP-Systems
“The Footprint”
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”49% respondents said that their organization have 
been victim of fraud or economic crime in the past 
24 months”

”The median loss of a single financial statement 
fraud case is $150,000... The Duration from the 
fraud perpetration till its detection was 18 months”
“ACFE’s 2016 Report to the Nations on Occupational Fraud and Abuse”, 
encompassing 2.410 cases in 114 countries

“PwC’s Global Economic Survey 2018”, 
encompassing data of 7.200 respondents in 123 countries

Economic Crime
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Economic Crime
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Economic Crime Committed by Internal Actors

Fraction of Internal Actors 
Conducting Economic Crime**

Relationship of Actor 
and Victimized Organization*

Economic Crime

“Internal actors are the main the main perpetrators of fraud.” 

46%
51% 52%

62% 63%
58%

2007 2009 2011 2013 2016 2018

* Source: „Wirtschaftskriminalität 2018, Mehrwert von Compliance - forensische Erfahrungen“, Studie der Martin-Luther-Universität Halle Wittenberg und PwC GmbH WPG
** Source: „Wirtschaftskriminalität in der analogen und digitalen Wirtschaft 2016“, Studie der Martin-Luther-Universität Halle Wittenberg und PwC GmbH WPG
** Source: „Wirtschaftskriminalität und Unternehmenskultur 2013“, Studie der Martin-Luther-Universität Halle Wittenberg und PwC GmbH WPG
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Evolution of Recording and Processing Accounting Data

Enterprise Resource Planning Systems

§ Continuous digitization of business activities and processes

§ Accumulation of exhaustive transactional and business process data

§ „Every“ activity within an organization leaves a digital trace .... !

Data Volume

~ 1950’s ~ 1900’s ~ 1992’s 
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Evolution of Recording and Processing Accounting Data

Enterprise Resource Planning Systems

§ Continuous digitization of business activities and processes

§ Accumulation of exhaustive transactional and business process data

§ „Every“ activity within an organization leaves a digital trace .... !

Data Volume

~ 1950’s ~ 1900’s ~ 1992’s 

SAP AG:

”Our ERP applications touch 77% of global 
transaction revenue […]"

Source: “SAP at a Glance - Investor Relations Fact Sheet (October 2018)”, 

https://www.sap.com/docs/download/investors/2018/sap-factsheet-oct2018-en.pdf
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Enterprise Resource Planning (ERP) Systems

Incoming Invoice
(€ 1000)

Outgoing Payment
(€ 1000)

Expenses Liabilities BankCCS D D D
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Journal Entry Segments Table
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Understanding the Different Layers of Abstraction
AnalysisRe
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Company Entry ID Fiscal Year Type Date

AAA 100011 2017 SA 31.10.2016

AAA 100012 2017 MZ 31.10.2016

BBB 900124 2017 IN 01.02.2017

... ... ... ... ...

Company Entry ID Sub-ID Currency Amount D/C

AAA 100011 0001 USD 1’000.00 D

AAA 100011 0002 USD 1’000.00 C

BBB 900124 0001 USD 2’232.00 D

... ... ... ... ... ...



GTC San Jose 2019 - HSG - DFKI - PwC 9

Classification of Accounting Anomalies

[1] Kriegel et al., 2000   

• Seldom used user accounts,
• Reverse postings, corrections

„Global“ Accounting Anomalies

• Unusual posting activities
• Deviating user behavior

„Local“ Accounting Anomalies
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Usually Rare Attribute Values Usually Rare Attribute Combinations



GTC San Jose 2019 - HSG - DFKI - PwC 10

Classification of Accounting Anomalies

"Perpetrators usually don't act 
completely in deviation from the 

usual accounting models.”

„Global“ Accounting Anomalies

"Perpetrators usually try to obfuscate 
their behavior to make it appear as 

ordinary as possible.”

„Local“ Accounting Anomalies
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“ERROR”
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“FRAUD”

[1] Kriegel et al., 2000   
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Traditional “Red-Flag” Approaches
Matching Fraud Signatures
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Traditional “Red-Flag” Approaches

Purchasing Process „Procure-to-Pay“

PaymentInvoice
Purchase

Order

Purchase

Requisition

Vendor

Master Data

Goods

Received

Vendor Invoice Analysis

§ Invoices without purchase order

§ Multiple re-postings of invoices

§ Short time period of invoice clearance

§ Re-recorded invoice after payments

§ …

7

1

2

3

4 4 5 6 7

8

Vendor Master Data Analysis

§ Uncomplete vendor master data 

§ Short-term bank account changes

§ Sanctioned or one-time vendors

§ Multiple bank accounts

§ …

2

Exemplary “Red-Flags” to Detect Traces of Fraudulent Activities
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Exemplary “Red-Flags” to Detect Traces of Fraudulent Activities

Traditional “Red-Flag” Approaches

Employee 1

Employee 2

Employee 3

Employee 4

1.000

Segregation of Duties (SoD) Matrix per Process Activity 

Purchasing Process „Procure-to-Pay“

PaymentInvoice
Purchase

Order
Purchase

Requisition
Vendor

Master Data
Goods

Received

1.000
1.000

1.000
1.000

1.000Employee 5
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Benford-Newcomb Law Analysis of Vendor Purchase Order Amounts

Two Leading Digits

P
ro
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Exemplary: Distribution Analysis of Purchase Order Amounts

• Trace for the potential circumvention of 

financial approval limits (e.g. purchase orders)

• Formalizes the uneven 

distribution of the leading 

digits in many real-life 

sets of numerical data

1
30%

2
18%3

12%

4
10%

5
8%

6
7%

7
6%

8
5%

9
4%

Traditional Statistical Approaches

[2] Benford, Frank; 2000   
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Benford-Newcomb Law Analysis of Vendor Purchase Order Amounts

Two Leading Digits
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Exemplary: Distribution Analysis of Purchase Order Amounts

• Trace for the potential circumvention of 

financial approval limits (e.g. purchase orders)

1

30%

2

18%3

12%

4

10%

5

8%

6

7%

7

6%

8

5%

9

4%
• Formalizes the uneven 

distribution of the leading 

digits in many real-life 

sets of numerical data

Challenges associated with “Red-Flag” based approaches: 

§ “Known Unknowns“ - don‘t generalize well beyond the historically known.

§ “Static Methodology” - don‘t adapt to emerging and new pattern.

§ “Non Tailored” - disregard company specific accounting processes and data.

Traditional Statistical Approaches

[2] Benford, Frank; 2000   
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Traditional ”Data Science” Approaches
Principal Component Analysis & Clustering
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Traditional “Data Science” Approaches

Cluster GJAHR BELNR BUZEI USNAM BLART TCODE HKONT DMBTR LIFNR CPUDT

1 2014 30801256 2 User A MP FB05 460200 2‘970.00 437970 08/18/2014

2 2014 60700394 2 User B TR FB1K 440000 559.68 356710 10/19/2014

3 2014 80300928 1 User C PR F110 440000 4‘974.2 609406 01/19/2014

§ Exemplary analysis of SAP vendor payments:
§ Total 125.223 payment postings
§ Affecting 22 SAP-User, 3.055 Vendors

§ Detected “regular” clusters:
§ Man. vendor payments („Cluster 1“)
§ Employee travel expenses  („Cluster 2“)
§ Periodic payment runs („Cluster 3“)

Multi-Dimensional Cluster Detection

Example: Multi-Dimensional Clustering of Vendor Payments
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§ Exemplary analysis of SAP vendor payments:

§ Total 125.223 payment postings

§ Affecting 22 SAP-User, 3.055 Vendors

§ Detected posting anomalies:

§ Deviating man. vendor payments („Cluster 1“)

§ Late employee travel expenses  („Cluster 2“)

§ Manipulated payment runs („Cluster 3“)

Example: Multi-Dimensional Clustering of Vendor Payments

1

2

3

Anomaly GJAHR BELNR BUZEI USNAM BLART TCODE HKONT DMBTR LIFNR CPUDT

1 2014 31000007 4 User Z MP FBZ2 486400 14672.85 209495 01/01/2014

2 2014 60801008 2 User Y TR FB1K 440000 17123.98 358822 06/28/2014

3 2014 80600094 17 User C PR F110 440000 45376.69 364110 04/07/2014

Traditional “Data Science” Approaches

Multi-Dimensional Anomaly Detection
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• Exemplary analysis of SAP vendor payments:

• Total 125.223 payment postings

• Affecting 22 SAP-User, 3.055 Vendors

• Detected posting anomalies:

• Deviating man. vendor payments („Cluster 1“)

• Late employee travel expenses  („Cluster 2“)

• Manipulated payment runs („Cluster 3“)

Example: Multi-Dimensional Clustering of Vendor Payments

1

2

3

Anomaly GJAHR BELNR BUZEI USNAM BLART TCODE HKONT DMBTR LIFNR CPUDT

1 2014 31000007 4 User Z MP FBZ2 486400 14672.85 209495 01/01/2014

2 2014 60801008 2 User Y TR FB1K 440000 17123.98 358822 06/28/2014

3 2014 80600094 17 User C PR F110 440000 45376.69 364110 04/07/2014

Traditional “Data Science” Approaches

Multi-Dimensional Anomaly Detection

Challenges associated with traditional DS based approaches: 

§ “Feature Engineering“ - difficulty to design and select relevant features.

§ “Curse of Dimensionality” - computational complexity of the algorithms.

§ “Model Complexity” - hurdle to model non-linear attribute relationships.
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“End-to-End Learning” Approaches
Autoencoder Neural Networks



GTC San Jose 2019 - HSG - DFKI - PwC 21

x1

Autoencoder NN Architecture

.

.

.

.. .

.. .

..
.

.

.

. .
.
.

.

.

.

.. .

.

.

.

x2

x3

x4

x5

xk
.
.
.

z1
z2

zn

.. .

.. .

.

.. .

.

.

.

.

.. .

.

.

.

.

.

.

.

.

.

z1

z2

zn

y1
y2

y3

y4

y5

yk
.
.
.

Autoencoder NNs - Network Building Blocks

Encoder-Net  
Non-linear “Compression”

Decoder-Net 
Non-linear “Reconstruction”
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Autoencoder NN Architecture 
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Autoencoder NNs - Network Building Blocks

[3] Hinton, G. and Salakhutdinov, 2006
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Autoencoder NN Architecture 
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Train an autoencoder neural network and utilize the magnitude of a journal 

entry’s reconstruction error to determine if it corresponds to an anomaly:

§ High Reconstruction Error - ”anomalous” journal entry.

§ Low Reconstruction Error - ”regular” journal entry.

[3] Hinton, G. and Salakhutdinov, 2006
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Autoencoder NN Architecture 
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§ 01.11.2017
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§ 31
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§ RE
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§ 21
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§ John Doe Inc.
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Autoencoder NNs - Anomaly Detection

[4] Hawkins et al., 2002

Input

Journal Entry

Reconstructed

Journal Entry

Decoder-Net

✓
✓
✓

✓
✓

✓

✘

✘

✓ Correct reconstruction
Incorrect reconstruction✘
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Autoencoder NN Training

Autoencoder NNs - Experimental Setup

SAP FI Real World Accounting Datasets

Accounting Dataset B (anonymized):
§ 172’990 journal entry line items (single FY)
§ 10 attributes, 576 “one-hot” encoded dimensions
§ 50 (0.030%) “global” anomalies („rare values“)
§ 50 (0.030%) “local” anomalies („rare combinations“)

Accounting Dataset A (anonymized):
§ 307’457 journal entry line items (single FY)
§ 8 attributes, 401 “one-hot” encoded dimensions
§ 55 (0.016%) “global” anomalies („rare values“)
§ 40 (0.015%) “local” anomalies („rare combinations“)

MANDT BUKRS BELNR GJAHR BUZEI SHKZG DMBTR HKONT

903 1000 0100000001 2011 001 S 734,45 0000100000

903 1000 0100000001 2011 002 S 100,07 0000399999

903 1000 0100000001 2011 003 H 450,40 0000113100

903 1000 0100000001 2011 004 H 384,12 0000473100

MANDT BUKRS BELNR GJAHR BLART BLDAT BUDAT CPUDT TCODE

903 1000 0100000001 2011 SA 28.02.2011 28.02.2011 02.03.2011 FB01

903 0005 0006000000 2011 KN 30.06.2011 01.07.2011 05.07.2011 FB08

903 1000 0500000003 2011 SA 04.09.2011 04.09.2011 04.09.2011 FB01

Journal Entry Header

Journal Entry Segment

…
…
…

…
…
…

…
…
…

Highly unbalanced class distribution!
[5] Schreyer, Sattarov et al., 2017
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Autoencoder NN Training

Autoencoder NNs - Training Process

AE Architecture Training Performance AE Feature Learning

[5] Schreyer, Sattarov et al., 2017
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Autoencoder NN Training

10 Training Epochs 100 Training Epochs 400 Training Epochs

Autoencoder NNs - Training Process II

Global AnomaliesRegular Local AnomaliesTransaction class

[5] Schreyer, Sattarov et al., 2017
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Autoencoder NN Detection Results

Autoencoder NNs - Training Results

Quantitative Evaluation – Dataset A

Quantitative Evaluation – Dataset B

§ Detailed review and analysis of journal entries 
that result in a high reconstruction error.

§ Review conducted in a joint effort with PwC’s
Certified Public Accountants (“Wirtschaftsprüfer”).

§ ”Global” Anomaly Evaluation:
• Mostly posting errors (wrongly used GL accounts);
• Incomplete information (tax codes, currencies).

§ ”Local” Anomaly Evaluation:
• Cross company code shipments postings;
• Unknown / irregular rental payments.

§ Observations revealed weak control environments!

Qualitative Evaluation
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Autoencoder NN Architecture

GTC Silicon Valley 2018

https://blogs.nvidia.com/blog/2018/04/16/finding-fraud/

Nvidia Deep Learning BlogNvidia Deep Learning Institute

Lab content jointly developed with the support of 
NVIDIA’s DLI team Kelvin Levin, Onur Yilmaz and 

Patrick Hogan.
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Adversarial Approaches
Adversarial Autoencoder Networks
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Adversarial Attack Scenario

Adversarial Attacks
Goodfellow et al., 2014 Evtimov et al., 2014

Su et al., 2017 Huang et al., 2017 Alzantot et al., 2018
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Adversarial Attack Scenario

Adversarial Attacks
Goodfellow et al., 2014 Evtimov et al., 2014

Su et al., 2017 Huang et al., 2017 Alzantot et al., 2018How is this relevant for the audit practice? 
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Autoencoder NN Latent Space Examination
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§ TC 043
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.
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✓

✓
✓

✓

✘

✘

✓ Correct reconstruction
Incorrect reconstruction✘

Encoder-NetInput
Journal Entry

Reconstructed
Journal Entry

Decoder-Net

Autoencoder NNs - Latent Space Analysis

[4] Hawkins et al., 2002
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Autoencoder NN Latent Space Examination

.

.

.

.. .

.. .

..
.

.. .

.. .

.

.. ..
.
. .

.

.
.
.

.. .

.

.

.

.

.. .

.

.

.

.

.

.

.

.

.

Fe
at

ur
e 

1 x1

x2

x3

x4

x5

xk

x1

x2

x3

x4

x5

xk

Fe
at

ur
e 

2

.

.

. .
.
.

Fe
at

ur
e 

k
Feature 1

Feature 2
Feature k

§ RE

§ 01.11.2017

§ 09:12

§ 31

§ 00404002
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“Latent Space” Code Neurons
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✓ Correct reconstruction
Incorrect reconstruction✘

Encoder-NetInput
Journal Entry

Reconstructed
Journal Entry

Decoder-Net

Autoencoder NNs - Latent Space Analysis
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§ Visualization of single 
neuron activations with 
progressing training.

§ The Autoencoder learns a 
distinctive “activation pattern” 
or manifold for class of each 
journal entries.

§ Distinct Journal Entry Classes:

Autoencoder NN Latent Space Examination

“Global” Anomalies
Regular Journal Entry

“Local” Anomalies

Latent Space Analysis

Autoencoder NNs - Latent Space Analysis I
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Autoencoder NN Latent Space Examination

Global AnomaliesRegular Local AnomaliesTransaction class

Autoencoder NNs - Latent Space Analysis II
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Autoencoder NN Latent Space Examination

Global AnomaliesRegular Local AnomaliesTransaction class

Autoencoder NNs - Latent Space Analysis II

Challenges associated with non-regularized AE based approaches: 

§ Non-Deterministic Learning - constrained comparability of results.

§ Fractured Latent Manifolds - very different encodings for similar journal entries.

§ Limited Manifold Interpretability - disentangling of JE’s class and its characteristics.
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[5] Makhzani et al., 2016
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[5] Makhzani et al., 2016

Adversarial Autoencoder dual training objective:

§ Reconstruction Error Minimization:

§ Discriminator Confusion: 

“Latent“ Prior 

Distribution
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Adversarial Regularized Autoencoder
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Adversarial Regularized Autoencoder

WAERS: C1
BUKRS: C18
KTOSL: C1
PRCTR: C19
BSCHL: A1
HKONT: B1
DMBTR: 2014.50
WRBTR: 0.0

WAERS: C1
BUKRS: C16
KTOSL: C4
PRCTR: C40
BSCHL: A1
HKONT: B3
DMBTR: 28037.80
WRBTR: 0.00

WAERS: C1
BUKRS: C13
KTOSL: C1
PRCTR: C16
BSCHL: A1
HKONT: B1
DMBTR: 1278.00
WRBTR: 2839.97

WAERS: C5
BUKRS: C31
KTOSL: C1
PRCTR: C19
BSCHL: A3
HKONT: B1
DMBTR: 62579.25
WRBTR: 0.0

WAERS: C7
BUKRS: C73
KTOSL: C1
PRCTR: C16
BSCHL: A3
HKONT: B1
DMBTR: 417.62
WRBTR: 17656.21

Manifold Head 3

Manifold Head 2
Manifold Head 1

Manifold Head 4

Manifold Head 5
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Adversarial Regularized Autoencoder

WAERS: C1
BUKRS: C18
KTOSL: C1
PRCTR: C19
BSCHL: A1
HKONT: B1
DMBTR: 2014.50
WRBTR: 0.0

WAERS: C1
BUKRS: C16
KTOSL: C4
PRCTR: C40
BSCHL: A1
HKONT: B3
DMBTR: 28037.80
WRBTR: 0.00

WAERS: C1
BUKRS: C13
KTOSL: C1
PRCTR: C16
BSCHL: A1
HKONT: B1
DMBTR: 1278.00
WRBTR: 2839.97

WAERS: C5
BUKRS: C31
KTOSL: C1
PRCTR: C19
BSCHL: A3
HKONT: B1
DMBTR: 62579.25
WRBTR: 0.0

WAERS: C7
BUKRS: C73
KTOSL: C1
PRCTR: C16
BSCHL: A3
HKONT: B1
DMBTR: 417.62
WRBTR: 17656.21

Manifold Head 3

Manifold Head 2
Manifold Head 1

Manifold Head 4

Manifold Head 5

Challenges associated with learning accounting data using regularized AE:

§ Disentangle Distinct Attribute Types - learning of categorical and numerical attributes.

§ Interpretability of the Latent Space - determination of cluster number and distances.
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Adversarial Regularized Autoencoder

Adversarial Autoencoder NNs - Training Process

AE Architecture 1 Training

AE
Losses

Gen.
Losses

Cat. 
Dis.

Losses

Con. 
Dis.

Losses

AE Architecture 2 Training
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Adversarial Regularized Autoencoder

Adversarial Autoencoder NNs - Training Process

AE Architecture 1 Training

AE

Losses

Gen.

Losses

Cat. 

Dis.

Losses

Con. 

Dis.

Losses

AE Architecture 2 Training AE Architecture n Training

…
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Adversarial Regularized Autoencoder

Adversarial Autoencoder NNs - Training Process

AE Architecture Training AE Feature Learning

AE
Losses

Gen.
Losses

Cat. 
Dis.

Losses

Con. 
Dis.

Losses

Ground Truth Labels
Anomalies vs. non-Anomalies

Learned Representations
Incl. Clusters
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Adversarial Regularized Autoencoder

Latent Space Inspection
WAERS: C1
BUKRS: C18
KTOSL: C1
PRCTR: C19
BSCHL: A1
HKONT: B1
DMBTR: 2014.50
WRBTR: 0.0

Manifold Head 1

WAERS: C1
BUKRS: C18
KTOSL: C1
PRCTR: C19
BSCHL: A1
HKONT: C1
DMBTR: 910.54
WRBTR: 0.0

Journal Entry

WAERS: C1
BUKRS: C18
KTOSL: C1
PRCTR: C19
BSCHL: A1
HKONT: C1
DMBTR: 3233.12
WRBTR: 0.0

Journal Entry
WAERS: C1
BUKRS: C18
KTOSL: C1
PRCTR: C19
BSCHL: A1
HKONT: B1
DMBTR: 2865.97
WRBTR: 0.0

Journal Entry

Learned Representations
incl. Clusters

Journal Entries
Cluster Distribution

Journal Entries Within
Cluster Distribution
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Adversarial Regularized Autoencoder
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Journal Entry Characteristics - Top 15 Attribute ValuesLatent Space Inspection
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Adversarial Regularized Autoencoder
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Journal Entry Characteristics - Top 15 Attribute ValuesLatent Space Inspection

Regular Postings incl. Anomalies. 

Domestic Payment Postings. 

Foreign Payment Postings. 
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Adversarial Approaches
Generative Adversarial Autoencoder Networks
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Adversarial Attack Scenario

Auditor Organization

Data Request

Regular 
Postings

Data Extract

Generated
Postings

Securities and Exchange 
Commission (SEC)

!

"#
Productive
ERP-System

$

10-K 
Filling

Request

10-K 
Report

Adversarial 
ERP-System

Data 
Query Data

Extract

Model of ERP-Postings

Model
Training

Threat Model



GTC San Jose 2019 - HSG - DFKI - PwC 51

Generative Adversarial Autoencoder

Decoder Net gΘ
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Sampling Posting

Adversarial Journal Entry

”Fake” Entry
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WRBTR: 28394.97
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Generative Adversarial Autoencoder

Decoder Net gΘ
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Feature 1
Feature 2

Feature k

§ Type

§ Date
§ Trade

§ Limit

§ Institution
§ Amount

§ Counterpart

§ Code
.
..

Sampling from the Latent Space

Reconstruction

“Latent Space” Code Neurons

Sampling Posting

Adversarial Journal Entry

”Fake” Entry

WAERS: C1
BUKRS: C13
KTOSL: C1
PRCTR: C16
BSCHL: A1
HKONT: B1
DMBTR: 1271488.00
WRBTR: 28394.97

.

..

How to sample adversarial journal entries? 
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Generative Adversarial Autoencoder

Decoder Net gΘ

Sampling from the Latent Space

Reconstruction

“Latent Space” Code Neurons

Sampling PosGng

Adversarial Journal Entry

…

.. .
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.
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.
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x1
x2
x3
x4
x5

xn
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Feature 1
Feature 2

Feature k

…

”Fake” Entry

WAERS: C1
BUKRS: C13
KTOSL: C1
PRCTR: C16
BSCHL: A1
HKONT: B1
DMBTR: 1271488.00
WRBTR: 28394.97

”Fake” Entry

WAERS: C1
BUKRS: C13
KTOSL: C1
PRCTR: C16
BSCHL: A1
HKONT: B1
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”Fake” Entry
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.

”Fake” Entry
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KTOSL: C1
PRCTR: C16
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HKONT: B1
DMBTR: 1271488.00
WRBTR: 28394.97
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Adversarial Regularized Autoencoder
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Latent Space Decision Boundaries CharacteristicsLatent Space Exploration
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Thank you
Questions?
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Thank you. Questions?
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