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Economic Crime and ERP-Systems
“The Footprint”



Economic Crime

”49% respondents said that their organization have

been victim of fraud or economic crime in the past
ch 24 months” “PwC’s Global Economic Survey 2018”,

encompassing data of 7.200 respondents in 123 countries

”"The median loss of a single financial statement
fraud case is $150,000... The Duration from the
fraud perpetration till its detection was 18 months”

“ACFE’s 2016 Report to the Nations on Occupational Fraud and Abuse”,
encompassing 2.410 cases in 114 countries
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A NEWS "™

Economic Crime

Volkswagen manager jailed for 7 years in
diesel scam

FINANCIAL POST e
March 15, 2018, 4:28 PM GMT+1 Sino-Forest COI‘p. co-founder August 25, 2017 E

- . . Billionaire Samsung heir
Ex-Deutsche Bank Trader Bittar,  found guilty of fraud in $2.6  convicted in mega gﬁbe,,
Pleads Guilty to Rate Rigging billion civil case case

The Multibillion Euro Theft ~ March 15, 2018 Business TOday ﬁt{é‘fd?égl ggi?&gfﬂ;ﬁgﬂg&gﬁ‘}gﬁme

ZEIT g o> PNB detects new fraud at Mumbai branch . . SEUTERS

at heart of $2 billion banking scam BUSINESS NEWS AT 1, 2UT>
BNP Paribas sentenced in $8.9 billion
Danske Bank charged over €200bn money- accord over sanctions violations mmmEYmTm
laundering scandal Bloomberg

?Three directors of Mumbai firm held
Theé London Investment Bankers Charged in [¥or; s 4,000 crore baniciraud
Guardian e 31202017 German Cum-Ex Tax Case
Deutsche Bank fined $630m over Russia | &, ainmaussex FORTUNE
money laundering Claims May 22, 2018, 2:21 PM GMT+2 Updated on May 22, 2018, 7:21 PM GMT+2 F HSBC E s M k l h F d G .l
MAR_C D e @l)c NC\IJ ﬂﬂl’k &imes seer 8, 2016 of Fraud in $3.5 Billion Currency Trade
Kobe Steel admits data fraud went on

Wells Fargo Fined $185 Million for Fraudulently Opening A t
nearly five decades, CEO to quit il ik ol - et e i

Former Siemens Executive Pleads JANUARY 14, 2018| FINANCIAL TIMES

THE WALL STREE ﬂi‘ﬁ% Guilty in Argentina Bribery Case UK fraud hits 15-year high with value of £2bn

THE LOCAL 0 Massive Cote du Rhéne fine-wine fraud

GTC San Jose 2019 - HSG - DFKI - PwC TRt o uncovered by French police ﬁ University of St.Gallen I



Economic Crime

Economic Crime Committed by Internal Actors

Relationship of Actor Fraction of Internal Actors

and Victimized Organization®

Conducting Economic Crime™

62% 0, 0]
52 62% 63% c8%
a6% "L °
38%
10% 9% ]
Internal External Both Other 2007 2009 2011 | 2013 | 2016 | 2018

“Internal actors are the main the main perpetrators of fraud.”

* Source: ,Wirtschaftskriminalitdt 2018, Mehrwert von Compliance - forensische Erfahrungen”, Studie der Martin-Luther-Universitdt Halle Wittenberg und PwC GmbH WPG
** Source: ,Wirtschaftskriminalitdt in der analogen und digitalen Wirtschaft 2016“, Studie der Martin-Luther-Universitadt Halle Wittenberg und PwC GmbH WPG
** Source: ,Wirtschaftskriminalitdt und Unternehmenskultur 2013, Studie der Martin-Luther-Universitdt Halle Wittenberg und PwC GmbH WPG
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Enterprise Resource Planning Systems

Evolution of Recording and Processing Accounting Data

~1950’s

Data Volume

= Continuous digitization of business activities and processes

= Accumulation of exhaustive transactional and business process data
= Every” activity within an organization leaves a digital trace .... !
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Enterprise Resource Planning Systems

Evolution of Recording and Processing Accounting Data

2 - A A A AN

SAP AG:
“Our ERP applications touch 77% of global
transaction revenue [...]"

Source: “SAP at a Glance - Investor Relations Fact Sheet (October 2018)”,
https://www.sap.com/docs/download/investors/2018/sap-factsheet-oct2018-en.pdf

= Continuous digitization of business activities and processes
= Accumulation of exhaustive transactional and business process data
= Every” activity within an organization leaves a digital trace .... !
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Enterprise Resource Planning (ERP) Systems

Understanding the Different Layers of Abstraction

(%]
Y Incoming Invoice Outgoing Payment
o (€ 1000) (€ 1000)
(a T
00 o D Expenses C D Liabilities C D Bank C
= b= ' >
© = S
= = € 1000 € 1000 Y]
O ) <
2 < 1 &,
(TN N B K7 E JournalEntry Segrments Tabe
8 AAA 100012 2017 Mz 31.10.2016 100011 0001 1°000.00
UI) BBB 900124 2017 IN 01.02.2017 AAA 100011 0002 uUsbD 1°000.00 C
<_E BBB 900124 0001 usb 2232.00 D
Journal Entry Headers Table
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Classification of Accounting Anomalies

,Global“ Accounting Anomalies ,Local“ Accounting Anomalies

5
=
N
>

# Feature 2 (e.g. Line-ltems)
°
# Feature 2 (e.g. Line-ltems)

Y

# Feature 1 (e.g. Amount) # Feature 1 (e.g. Posting Amount)

Usually Rare Attribute Values Usually Rare Attribute Combinations

e Seldom used user accounts, * Unusual posting activities
* Reverse postings, corrections * Deviating user behavior

[1] Kriegel et al., 2000
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Classification of Accounting Anomalies

Ill

,Global“ Accounting Anomalies

,Local“ Accounting Anomalies

Tendency towards Tendency towards

“ERROR” “FRAUD”
:E > : >
# Feature 1 (e.g. Amount) # Feature 1 (e.g. Posting Amount)
"Perpetrators usually don't act "Perpetrators usually try to obfuscate
completely in deviation from the their behavior to make it appear as
usual accounting models.” ordinary as possible.”

[1] Kriegel et al., 2000
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Traditional “Red-Flag” Approaches

Matching Fraud Signatures



Traditional “Red-Flag” Approaches

Exemplary “Red-Flags” to Detect Traces of Fraudulent Activities

Purchasing Process , Procure-to-Pay”

Vendor Purchase Purchase Goods .
Invoice Payment

MasterData Requisition Order Received E

8
. Vendor Master Data Analysis . Vendor Invoice Analysis

Uncomplete vendor master data Invoices without purchase order
= Short-term bank account changes = Multiple re-postings of invoices
= Sanctioned or one-time vendors = Short time period of invoice clearance
" Multiple bank accounts = Re-recorded invoice after payments
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Traditional “Red-Flag” Approaches

Exemplary “Red-Flags” to Detect Traces of Fraudulent Activities

Purchasing Process , Procure-to-Pay”

Vendor Purchase Purchase Goods

i : Invoi Paymen
Master Data Requisition Order Received voice ayment

Employee 1

Employee 2 g 1.000
Employee 3 1.000

Employee 4

Employee 5 ‘ 1.000

Segregation of Duties (SoD) Matrix per Process Activity

GTC San Jose 2019 - HSG - DFKI - PwC 13 ﬁ University of St.Gallen I




Traditional Statistical Approaches

Exemplary: Distribution Analysis of Purchase Order Amounts

Analysis of Vendor Purchase Order Amounts

Benford-Newcomb Law

 Formalizes the uneven
distribution of the leading
digits in many real-life ’
sets of numerical data

Probability

p(d) =logp(1+ %) £
= logp(d + 1) —logg(d)

* Trace for the potential circumvention of

0.00 T e rereerererreee ey

. . .. S Q QO QO ) N QS ) QO

financial approval limits (e.g. purchase orders) Yoy o w9 o AT %9
Two Leading Digits

[2] Benford, Frank; 2000
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Traditional Statistical Approaches

Exemplary: Distribution Analysis of Purchase Order Amounts

Benford-Newcomb Law Analysis of Vendor Purchase Order Amounts

[ 1: ol Q ‘ O'OS—I

Challenges associated with “Red-Flag” based approaches:

= “Known Unknowns“ - don‘t generalize well beyond the historically known.
= “Static Methodology” - don‘t adapt to emerging and new pattern.

= “Non Tailored” - disregard company specific accounting processes and data.

[2] Benford, Frank; 2000
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Traditional “Data Science” Approaches

Principal Component Analysis & Clustering



Traditional “Data Science” Approaches

Example: Multi-Dimensional Clustering of Vendor Payments

Multi-Dimensional Cluster Detection

= Exemplary analysis of SAP vendor payments:
= Total 125.223 payment postings
= Affecting 22 SAP-User, 3.055 Vendors

= Detected “regular” clusters:

= Man. vendor payments (,,Cluster 1)

= Employee travel expenses (,Cluster 2)
= Periodic payment runs (,Cluster 3)

2014 30801256 UserA MP FBO5 460200 2'970.00 437970 08/18/2014
2 2014 60700394 2 UserB TR FB1K 440000 559.68 356710 10/19/2014
3 2014 80300928 1 User C PR F110 440000 4'974.2 609406 01/19/2014
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Traditional “Data Science” Approaches

Example: Multi-Dimensional Clustering of Vendor Payments

Multi-Dimensional Anomaly Detection e Rovent ahalysts

= Exemplary analysis of SAP vendor payments:
= Total 125.223 payment postings
= Affecting 22 SAP-User, 3.055 Vendors

Z-axis label

= Detected posting anomalies:
= Deviating man. vendor payments (, Cluster 1)

= Late employee travel expenses (,Cluster 2)
= Manipulated payment runs (, Cluster 3)

X-. -4
Axis 'abe -70

2014 31000007 User Z MP FBZ2 486400 14672.85 209495 01/01/2014
2 2014 60801008 2 UserY TR FB1K 440000 17123.98 358822 06/28/2014
3 2014 80600094 17 User C PR F110 440000 45376.69 364110 04/07/2014

18 ’E University of St.Gallen I
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|ll

Data Science” Approaches

Traditiona

Example: Multi-Dimensional Clustering of Vendor Payments

Multi-Dimensional Anomaly Detection Pedpaleaipon enkanalyss

* Exemplary analysis of SAP vendor payments: | o

Challenges associated with traditional DS based approaches:

= “Feature Engineering” - difficulty to design and select relevant features.
= “Curse of Dimensionality” - computational complexity of the algorithms.

= “Model Complexity” - hurdle to model non-linear attribute relationships.

2 2014 60801008 2 UserY TR FB1K 440000 17123.98 358822 06/28/2014
3 2014 80600094 17 User C PR F110 440000 45376.69 364110 04/07/2014

GTC San Jose 2019 - HSG - DFKI - PwC
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“End-to-End Learning” Approaches

Autoencoder Neural Networks



Autoencoder NN Architecture

Autoencoder NNs - Network Building Blocks

Encoder-Net Decoder-Net
Non-linear “Compression” Non-linear “Reconstruction”

fo=cWf5'+b)
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Autoencoder NN Architecture

Autoencoder NNs - Network Building Blocks

Encoder-Net Decoder-Net

Feature 1
| @injea

Feature 2
Z @Injeaq
>

Feature k
) ainjeaq

[3] Hinton, G. and Salakhutdinov, 2006
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Autoencoder NN Architecture

Autoencoder NNs - Network Building Blocks

Encoder-Net Decoder-Net

Train an autoencoder neural network and utilize the magnitude of a journal
entry’s reconstruction error to determine if it corresponds to an anomaly:

= High Reconstruction Error - “anomalous” journal entry.

= Low Reconstruction Error - “regular” journal entry.

___________________________________

[3] Hinton, G. and Salakhutdinov, 2006
23 ’E University of St.Gallen I
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Autoencoder NN Architecture

Autoencoder NNs - Anomaly Detection

cncoder-Net JJ Decoder-Net Reconstructed
Journal Entry
! 1 . |

Input
Journal Entry

-
A D
o 8
® o
= 01.11.2017 § - = 01.11.2017 v
= 09:12 —> . 002 v
M
= 31 ; g = 21 X
= 00404002 .g § = 00404002 v
= 8.350,12 N N = 8.350,12 v
= JohnDoelLtd. | =P _n—> = JohnDoelnc. | X
. -~ .
: :
= TCO043 k: > = TCO043 v

J Correct reconstruction
[4] Hawkins et al., 2002 X Incorrect reconstruction
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Autoencoder NN Training

Autoencoder NNs - Experimental Setup

Journal Entry Header

MANDT W BELNR GJAHR BLART BLDAT BUDAT CPUDT TCODE
SA

02.03.2011

— 903 1000 0100000001 2011
903 0005 0006000000 2011 KN
903 1000 0500000003 2011 SA

Journal Entry Segment

—p 903 1000 0100000001 2011
903 1000 0100000001 2011 002
903 1000 0100000001 2011 003
903 1000 0100000001 2011 004

[5] Schreyer, Sattarov et al., 2017

GTC San Jose 2019 - HSG - DFKI - PwC

001 S

05.07.2011

04.09.2011

0000100000

0000399999

0000113100

0000473100

FBO1

FBO8

FBO1

DMBTR HKONT

SAP Fl Real World Accounting Datasets

Accounting Dataset A (anonymized):

307’457 journal entry line items (single FY)

8 attributes, 401 “one-hot” encoded dimensions

55 (0.016%) “global” anomalies (,,rare values”)

40 (0.015%) “local” anomalies (,,rare combinations®)

Accounting Dataset B (anonymized):

172’990 journal entry line items (single FY)

10 attributes, 576 “one-hot” encoded dimensions
50 (0.030%) “global” anomalies (,,rare values”)

50 (0.030%) “local” anomalies (,,rare combinations®)

) Highly unbalanced class distribution!
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Autoencoder NN Training

Autoencoder NNs - Training Process

AE Architecture Training Performance AE Feature Learning

0.5
0.12 — AE1 —— AE6 —— bkpf_feature_1
—— AE2 —— AE7 —— bkpf_feature_2
— AE3 —— AES8 —— bkpf_feature_3
0.10 S AERTTE=ERE i O —— bseg_feature 4
— AES % —— bseg_feature_5
ﬁ ; g —— bseg_feature_6
£ 0.08 . - 0.3J —— bseg_feature_7
2 : g —— bseg_feature_8
® 0.06 B MLLLLL UL vy Y E ~—— bseg_feature_9
2 i A |l AL M l g : € ~—— bseg_feature_10
% § 0.2
R R 8
®

“m [ 01

“ ¥ Al A i
RS = i
L LW e’ % ¥ 9 71 T thlob oot | Ao hooch A

(it Wi ot A e bt b D e 0.0 4 - - T —

0 250 500 750 1000 1250 1500 1750 2000 0 50 100 150 200 250 300 350 400
# training epochs # training epochs

0.00

[5] Schreyer, Sattarov et al., 2017
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Autoencoder NN Training

Autoencoder NNs - Training Process I

10 Training Epochs

100 Training Epochs

400 Training Epochs

reconstruction error [RE;]

—
1

w & w o
1 L n

~N
1

o
1

autoencoder reconstruction performance

1 ® @O0 000 O® O®A @O NP BEERND A 00 e

ARMAMMARAM A AMMAMMBALA ML A AA AL

0 50,000 100,000 150,000 200,000 250,000 300,000
transaction [x;]

reconstruction error [RE;]

=
1

w
L

o
L

w

N
i

o
1

1 ®EMRO OB O SRS O I 4 GEDANEAD DO AW

autoencoder reconstruction performance

ARMAM M ABRAM A AMMidbbibh MM A A AA

reconstruction error [RE|]

100,000 150,000 200,000 250,000 300,000
transaction [x;]

0 50,000

autoencoder reconstruction performance

6 AMAMM AL M A AMBMALAELA Mab A AA AL A

54 A AA A A

4 A A® @O am & «@s8 o0 A A O

34 A A A A A A AA

241 A A A A A A A

1 A ML A = A A

[ — e ————]
0 50,000 100,000 150,000 200,000 250,000 300,000

Transaction class . Regular . Global Anomalies . Local Anomalies

[5] Schreyer, Sattarov et al., 2017
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Autoencoder NN Detection Results

Autoencoder NNs - Training Results

Quantitative Evaluation — Dataset A Qualitative Evaluation

P Anomalies Anomalies . . . . .
Mogel,  Dale  RBodiion  Erfems ok (%) [#] = Detailed review and analysis of journal entries
AE 1 A 0.0049 0.0098 0.0049 6.26 19°233 that result in a high reconstruction error.
AE 2 A 0.0063 0.0126 0.0063 4.87 14’966 . . L. . ,
AE 3 A 0.0098 0.0194 0.6632 3.16 9'719 = Review conducted in a joint effort with PwC’s
AE 4 A 0.0290 0.0564 0.7684 1.07 3275 . . e N )
AE 5 A 0.0641 0.1204 0.6632 0.48 1483 Certified Public Accountants (“Wirtschaftsprufer”).
AE 6 A 0.0752 0.1398 0.5263 0.41 1’264
AE 7 A 0.0796 0.1474 0.7895 0.39 1’194
AE 8 A 0.1201 0.2144 0.5684 0.26 791 . o .
[AE>» A 0.1971 0.3203 0.6947 0.16 482] = ”"Global” Anomaly Evaluation:

AnE e el e — DR EEn * Mostly posting errors (wrongly used GL accounts);
* Incomplete information (tax codes, currencies).

Model Data Precision F1-Score Top-k Ano{;:j,lies Ano[r;?lies

AE 1 B 0.0020 0.0040 0.0020 0.2884 49'897 = "Local” Anomaly Evaluation:

AE 2 B 0.0030 0.0059 0.0030 0.1952 33762 . . .

AE 3 B 0.0052 0.0104 0.6200 0.1104 19°102 * Cross company code shipments postings;

AE 4 B 0.0076 0.0150 0.7300 0.0765 13'238 -

AE 5 B 0.0087 0.0173 0.7400 0.0662 11°444 * Unknown / 'rregUIar rental payments.

AE 6 B 0.0251 0.0489 0.6100 0.0230 3'086

AE 7 B 0.0268 0.0522 0.6400 0.0215 3'735 . .

AE 8 B 0.0197 0.0387 0.6700 0.0293 5070 = Observations revealed weak control environments!
[AE o B 0.0926 0.1695 0.4200 0.0062 1°080]

GTC San Jose 2019 - HSG - DFKI - PwC
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Autoencoder NN Architecture

GTC Silicon Valley 2018

@ DEEP
LEARNING

NVIDIA. INSTITUTE

Nvidia Deep Learning Blog

NVIDIA

DEEP LEARNING DRIVING GAMING PRO GRAPHICS

Al-Enabled Auditors: Finding Fraud
Using Deep Autoencoder Networks

L8113 - Detection of Anomalies in Financial
Transactions using Deep Autoencoder Networks

Monday, Mar 26, 4:00 PM - 6:00 PM - Room LL21C

Marco Schreyer! and Timur Sattarov?

' Researcher, German Research Center for Artificial Intelligence (DFKI) GmbH
? Forensic Data Analyst, PricewaterhouseCoopers (PwC) GmbH WPG

Lab content jointly developed with the support of
NVIDIA’s DLI team Kelvin Levin, Onur Yilmaz and 188 =
Patrick Hogan.

https://blogs.nvidia.com/blog/2018/04/16/finding-fraud/
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Adversarial Approaches

Adversarial Autoencoder Networks



Adversarial Attack Scenario

Adversarial Attacks

Goodfellow et al., 2014

Evtimov et al., 2014

+.007 x
$ T+
z sign(V;J (6. z,y)) gV J(8,5:5))
“panda” “nematode” “gibbon”
57.7% confidence 8.2% confidence 99.3 % confidence
Suetal., 2017
AIIConv
. -
SHIP HORSE DEER

CAR(99.7%) FROG(99.9%) AIRPLANE(85.3%)

HORSE DOG BIRD
DOG(70.7%) CAT(75.5%) FROG(86.5%)
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Adversarial Attack Scenario

Adversarial Attacks

+.007x §

sien(V.J(0. . u))

Goodfellow et al., 2014

Evtimov et al., 2014

“panda”
57.7% confidence

SHIP
CAR(99.7%)

HORSE
DOG(70.7%)

GTC San Jose 2019 - HSG - DFKI - PwC

HORSE
FROG(99.9%)

CAT(75.5%)

DEER

AIRPLANE(85.3%)

BIRD
FROG(86.5%)
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Autoencoder NN Latent Space Examination

Autoencoder NNs - Latent Space Analysis

Encoder-Net Decoder-Net

Reconstructed
Journal Entry

Input
Journal Entry

-
A D
o 8
= RE 5 £ = RE v
.a- (1]
= 01.11.2017 2 - = 01.11.2017 v
= 09:12 < > |, 09:12 v
- 31 o~ o = 21 X
0 8
= 00404002 2 5 = 00404002 v
= 8.350,12 N N = 8.350,12 v
= JohnDoelLtd. | =P _n—> = John Doe Inc. X
. -~ .
: :
= TC043 o i = TC043 v
LL

J Correct reconstruction
[4] Hawkins et al., 2002 X Incorrect reconstruction
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Autoencoder NN Latent Space Examination

Autoencoder NNs - Latent Space Analysis

Encoder-Net Decoder-Net

Reconstructed
Journal Entry

Input
Journal Entry

-
A D
o 8
= RE = £ = RE v
.a. (1]
= 01.11.2017 L - = 01.11.2017 v
= 09:12 < > |, 09:12 v
= 31 ~ o 21 X
2 8
= 00404002 2 S = 00404002 v
= 8.350,12 N N = 8.350,12 v
= JohnDoelLtd. | =P _n—> John Doe Inc. X
. -~ .
: :
= TCO043 o i = TCO043 v
LL

‘ ’ ./ Correct reconstruction
Latent Space” Code Neurons z1, 29, .. /' Incorrect reconstruction
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Autoencoder NN Latent Space Examination

Autoencoder NNs - Latent Space Analysis |

Autoencoder Analysis |[401_512_256| Autoencoder Analysis |401_512_256|
- activation: LRELU, epoch: 0 activation: LRELU, epoch: 0
. o. o o 1- .‘p'. ‘f;.}'.o.: .
Latent Space Analysis y > oralet o B 1 AR
s ..A.‘..‘ ’ °.o .: 2% @ 2
1- P ° L)

= Visualization of single

activation 2
.
°
3
L ]
°®
'
.
Eb’ °
» e. °
activation 3
X
3
L)
U
L ]
° o »
°

5 3 5 ° ML s o0 @
neuron activations with RS T : ¢ du T ieag o S
. L. . o;. ) “‘ : % ..0 & 2. ..‘ o3 AL
progressing training. j T ; R
2- °° A ? . .
= The Autoencoder learns a P o P P R e e rae e o e
. o o . o activation 1 activation 1
distinctive “activation pattern” Aboarmotiar Rotkpiie IG5 5131358}
. activation: LRELU, epoch: 0 5
or manifold for class of each . arhe f A atvation: LRELU, epoeh: 0
5 . L= ' °
journal entries. ‘- ",'
= Disti : Tt e Se AN, 8
istinct Journal Entry Classes: : B iy Bl ?
&4 [ 4 4 . <
] ® A B
B Regular Journal Entry AT SN 2
. L] A.. o o .’ [ ] *
B “Global” Anomalies il Lo
L ] .'
B “Local” Anomalies N .

activation 2
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Autoencoder NN Latent Space Examination

Autoencoder NNs - Latent Space Analysis Il

latent space neuron activation latent space representation
N : ‘ '
C 0
o
|-
@
@ 100 1.0 1
0 2;0 5(')0 7;0 1000 1250 15'00 1750 2000 o i
s 0.8
N 5. 0.6 -
c - .
: 2
0.4 °
T T T T T T T T 1 w
0 250 500 750 1000 1250 1500 1750 2000 — 0.2
N 200 0.0
=
I 0.0
3
2 -200
6 2;0 560 72":0 10'00 12'50 15'00 17'50 2000
# training epochs

Transaction class . Regular . Global Anomalies . Local Anomalies
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Autoencoder NN Latent Space Examination

Autoencoder NNs - Latent Space Analysis Il

latent space neuron activation latent space representation
X L I el |

Challenges associated with non-regularized AE based approaches:

= Non-Deterministic Learning - constrained comparability of results.
= Fractured Latent Manifolds - very different encodings for similar journal entries.

= Limited Manifold Interpretability - disentangling of JE’s class and its characteristics.

'qt/' U U v v.U a‘\o\\

(; 2;0 560 7;0 10'00 12'50 15‘00 17150 ZC:OO X
" (5,08 o 10 08 W

# training epochs

Transaction class Regular Global Anomalies Local Anomalies
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Adversarial Regularized Autoencoder

Input Encoder - Generator Net gg(2|z) Decoder Net Py (:%lz) Reconstructed
Journal Entry Journal Entry

- T
() [12]
=  Type 3 = = Type v
= Date E i = Date v
= Trade ' = Trade v
- Limit @ 3 - Limit X
= [nstitution *3 % = [nstitution v
()
=  Amount L N =  Amount v
= Counterpart X - ' = Counterpart X
. w m .
— Q .
: % g :
= Code e > = Code v

v/ Correct reconstruction
X Incorrect reconstruction

Vv “Real” Prior Distribution
X “Fake” Prior Distribution

“Latent” Prior
Distribution

[5] Makhzani et al., 2016
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Adversarial Regularized Autoencoder

Reconstructed
Journal Entry

Input Encoder - Generator Net gg(2|z) Decoder Net Py (a‘:lz)
Journal Entry _ :

< k- 7
Type 3 5 Type ’
Date § : i Date 4
Trade -> : -> Trade v
X
v
Adversarial Autoencoder dual training objective: ;
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Adversarial Regularized Autoencoder
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Adversarial Regularized Autoencoder
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Adversarial Regularized Autoencoder
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Challenges associated with learning accounting data using regularized AE:

= Disentangle Distinct Attribute Types - learning of categorical and numerical attributes.

= |nterpretability of the Latent Space - determination of cluster number and distances.
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Adversarial Regularized Autoencoder

Adversarial Autoencoder NNs - Training Process
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Adversarial Regularized Autoencoder

Adversarial Autoencoder NNs - Training Process
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Adversarial Regularized Autoencoder

Adversarial Autoencoder NNs - Training Process
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Adversarial Regularized Autoencoder
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Latent Space Inspection
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Adversarial Regularized Autoencoder

Journal Entry Characteristics - Top 15 Attribute Values

Palz*|x|

Company Code Tax Code Account Number Customer Vendor Currency Code Amount
(BUKRS) (MWSKZ) (HKONT) (KUNNR) (LIFNR) (WAERS) . (DMBTR)
e - L e woon ‘
e - el el s ey %. *
¥ £ e T % ¥ £ s
g g H g7 | g B 2
- o o s ' e we 2
i s
o e - - [ wn i
[anonymized) [anonymized] fanonymized) [anonymized] {anonymized] f{anonymized] [anonymized]
Company Code Tax Code Account Number Customer Vendor Currency Code Amount
(BUKRS) (MWSKZ) (HKONT) (KUNNR) (LIFNR) (WAERS) . (DMBTR)
| . - = _ B .
. H T - T T
H e i R H g g £
o i - - B & i N
- - Wl i ! | | )
. B & 3 ﬂ - 4 l all_.l!. ol . e
[ononymized] [enonymized] [anonymized] [anonymized) [anonymized] lanonymazed) [anonymized]
Company Code Tax Code Account Number Customer Vendor Currency Code Amount
(BUKRS) (MWSKZ) (HKONT) (KUNNR) (LIFNR) (WAERS) . (DMBTR)
= ] E" g -
E w Bw g, 8. B i- £
%o I g~
. ‘ I . I
fanonymized] [anonymized) {anonymized] [snanymized] [anonymized] {anonymized] fananymized)

‘A‘ University of St.Gallen I



Adversarial Regularized Autoencoder

Latent Space Inspection

Journal Entry Characteristics - Top 15 Attribute Values
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Adversarial Approaches

Generative Adversarial Autoencoder Networks
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Generative Adversarial Autoencoder
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Generative Adversarial Autoencoder

Sampling from the Latent Space
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Generative Adversarial Autoencoder

Sampling from the Latent Space
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Adversarial Regularized Autoencoder

Latent Space Exploration
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Thank you. Questions?
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